
SECURING PIPELINES:  
NAVIGATING TSA DIRECTIVES AND  

CYBERSECURITY ASSESSMENTS  
IN THE OIL AND GAS INDUSTRY  

As digital transformation marches on, the oil and gas industry can significantly 
benefit from understanding the current threat landscape. The first step—

becoming familiar with the TSA directives. In this guide, you’ll learn how to 
comply with the directives and how you can prepare for a TSA assessment.

https://www.ctg.com/knowledge-center/blog/how-to-combat-cybersecurity-attacks-in-the-oil-and-gas-industry-with-digital-solutions/


TSA Directives:  
What You Need to Know
As The TSA is starting to take on a more active role 
in pipeline security, issuing directives that mandate 
cybersecurity measures for pipeline owners and 
operators. These key directives include:

Designation of a Cybersecurity Coordinator
The coordinator must be available to the TSA and the 
Cybersecurity and Infrastructure Security Agency (CISA) 
24 hours a day, seven days a week, and is responsible for 
coordinating cybersecurity practices and addressing any 
incidents that arise. 

Mandatory incident reporting within 24 hours 
Cybersecurity incidents must be reported to CISA within 24 
hours. This includes incidents that involve systems critical to 
pipeline operations, ensuring timely response and coordination 
to mitigate potential threats. 

Regular cybersecurity audits
Reviewing current cybersecurity practices, identifying gaps, and 
developing remediation measures should be conducted through 
regular recurring audits for both enterprise (IT) and operational 
technology (OT) systems. 

https://www.tsa.gov/sites/default/files/sd-pipeline-2021-01d.pdf


While these directives might initially 
seem restrictive, compliance with them 
can prevent operational risks and protect 
against cyberattacks, ensuring secure 
and reliable pipeline performance.   

Vulnerability remediation 
Owners and operators must apply security patches and 
incorporate provisions for manual override of automated 
systems in the event of a control system compromise.

Continuous monitoring
Monitoring policies must include building robust monitoring 
procedures to ensure that any irregularities are quickly 
detected and addressed. 



Preparing for an Assessment
Preparing for your assessment should include verifying 
that all cybersecurity policies, procedures, and controls are 
up-to-date and effectively implemented. Regular internal 
audits will help identify any gaps or weaknesses in: 

Incident response plans 
A well-defined incident response plan should include clear steps for 
detection, containment, eradication, and recovery. 

It should also include regular security training including simulations, 
tabletop, and red team/blue team exercises to identify weaknesses 
and improve the response strategy. 

Network segmentation 
Isolating network segments limits the spread of malware and 
other threats. Effective segmentation policies should ensure that 
critical OT can continue functioning independently of IT systems 
if compromised. Regular audits and updates can help maintain 
security integrity.

Previous assessment reports
Analyzing historical data helps identify recurring issues and  
track the progress of implemented security controls. 

Leveraging lessons learned from past assessments enhances the 
overall security posture and preparedness for future assessments.



Employee training
Employee training programs should cover the latest threat 
landscapes, phishing awareness, and best practices for  
data protection. 

Access control policies critical to entry  
and authentication   
Implementing robust access controls involves using multi-factor 
authentication, role-based access, and continuous monitoring to 
prevent unauthorized access. 

Identifying how an outage or breach in IT might impact the 
access to or function of OT is critical. 
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By adhering to these directives and 
thoroughly preparing for assessments, 
pipeline operators can significantly 
enhance their cybersecurity posture. 
In doing so, they ensure not only 
compliance, but the ongoing security 
and reliability of critical infrastructure 
against evolving threats.


